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Aitkln
County

Board of Gounty Gommissioners
Agenda Request

Requested Meeting Date: 611412016

Title of ltem: DVS Business Partner Records Access Agreement

2K
Agenda ltem #

REGULAR AGENDA

CONSENT AGENDA

INFORMATION ONLY

ø

Action Requested: Direction Requested

Discussion ltem

Hold Public Hearing*

Approve/Deny Motion

Adopt Resolution (attach draft)
*provide copy of hearing notice that was published

Submitted by:
Elizabeth DeRuyck

Department:
Community Corrections

Presenter (Name and Title)
Elizabeth Deruyck, Director

Estimated Time Needed:

Summary of lssue:

The Department of Public Safety Driver and Vehicle Services requires the community corrections department to enter
into an Agreement for the purposes of accessing DVS Data . The County Board shall make resolution to assign an
delegated data user representative for the purposes of adding and removing users. See attached resolution.

Alternatives, Options, Effects on Others/Comments:

Recommended Action/Motion :

Pass resolution approving the DVS Business Partner Agreement as provided

Financial lmpact:
ls there a cosf associafed with this request? Yes Øro
What is the total cost,
/s fhis budgeted?

and $
Yes Please Explain.

Legally binding agreements must have County Attorney approval prior to submission



CERTIFIED COPY OF RESOLUTION OF COUNTY BOARD OF AITKIN COUNTY, MINNESOTA
ADOPTED June14,2016

By Commissioner: xx 20160614-0xx

DVS BUSINESS PARTNER RECORDS ACCESS AGREEMENT WITH THE COUNTY OF AITKIN ON
BEHALF OF ITS COMMUNITY CORRECTIONS DEPARTMENT

WHEREAS, the County of Aitkin on behalf of its Community Corrections Department desires to enter into a
Business Partner Agreement with the State of Minnesota, Department of Public Safety, Department of Vehicle
Services.

NOW, THEREFORE, BE lT RESOLVED by the County Board of Aitkin, Minnesota as follows:

1. That the DVS Business Partner Records Access Agreement with the State of Minnesota, Department of
Public Safety, Department of Vehicle Services and the County of Aitkin on behalf of its Community
Corrections Department is hereby approved.

2. That the Director of Community Corrections, Elizabeth DeRuyck, or her successor, is designated the
Delegation of the Data Use Representative and is the Authorized Representative for the Community
Corrections Department. The Authorized Representative is also authorized to sign any subsequent
amendment or agreement that may be required by the State of Minnesota to maintain the county's
connection to the systems and tools offered by the State.

3. ïhat Elizabeth DeRuyck, Director of the Community Corrections Department is authorized sign the
DVS Business Partner Records Access Agreement.

Commissioner xx moved the adoption of the resolution and it was declared adopted upon the following vote

Members Y
STATE OF MTNNESOTA)
couNTY oF ATTKTN)

l, Nathan Burkett, County Administrator, Aitkin County, Minnesota do hereby certify that I have compared the foregoing with the original
resolution filed in the Administration Office of Aitkin County in Aitkin, Minnesota as stated in the minutes of the proceedings of said
Board on the 14th dav of June 2016, and that the same is a true and correct copy of the whole thereof.

Witness my hand and seal this 14th day of June 2016

Nathan Burkett
County Administrator
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MINNESOTA DEPARTMENT OF PUBLIC SAFETY
DRIVER AND VEHICLE SERVICES

DVS Business Partner Records Access Agreement

Ïhis agreement is þetween the State of Minnesota, acting through its Ðepartment of publíc Safety

{hereinafter "$TATE"} and DFRIIY(-KFttTÃ

Government Agency

,a
representative of AITKIN CORRICTIONS

located at

(hereinafter "DVS BUSINESS PARTNER.).

I understand by signing this document I agree to the following terms and conditions to gain access to the
STATE'$, Driver and Vehicle Services Þlvítion (hereinafter *DVS") records infármation ùstem for a DVS
BUS¡NESS PARTNER business and only for the uses descrlbed in the DVS Business partner lntended Use
Statement.

1. Access to the Dvs record information system is restric.ted to DVS BUSINESS PARINER employees who
need access to perforrn their DVS BUSINESS PARTNER duties.

2' The DVS data obtained by the DVS BUSINESS PARTNER will not be used for personal or non-business
purposes,

3- DVS BUSINESS PARTNER will provide the STATE with gener:al use of data and specific exarnples of how
DVS data will be used by the DVS BUSINE$S PARTNER and its employees in number 16 of pris agreement
which is enlitled lntended Use Statement. The STATE will deterrnine the appropriate access alloweO Oy
statute and applicable laws, based on the information provided. DVS data obtained by the DVs BUsINE-ss
PARTNER will onfy be used for the uses described and approved in number 16 of thii agreement.

4' The DVS BUSINËSS PARTNER is responsibfe fortraining allindivíduals of the proper use and dissemination
of DV$ data using the material provided by the STATE. The ÐVS BUSTNESS pÀnirugn must coilect the
certificate of cornpletion provided at the end of the training and retain for audit purposes.

5' The DVS BUSINESS PARTNER will require each individualwho has a business need to access the DVS data
to sign â govemment individual user agreament regarding usage and disseminatÍon of STATE data. This forrn
is submitted to and rnaintained by the STATE.

6' The DVS BUSINESS PARTNER will notiff the STATE within three (3) days when an individuat has tefr the
DVS BUSINESS PARTNER so the access can be disabted.

7' The DVS BUSINESS PARTNER understands each individual is assigned their own username by the STATE,
and the individual's username and password intormation udll not be shared with anyone, including other
employees or their supervisors.

I' The DVS BUSINESS PARTNER understands ihat improper use or release of DVS dâta may result in loss of
record access as wefl as possible civil penafties under both state and federal laws.
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9. lnfonnation $ecurity
Ïhe DVS BUSINÊS$ PARTNER is required to secure and protect the DVS data requested in this
application, Respond lo the questions below to índicate how information security w¡il be maintaíned;

a. How will eleclronic/paper copies of records be securely stored?
The computer systems will have adequate physical security at all times to protect aga¡n$t any unauthorized access to or
routine viewing of computer devices, access devices, and printed and stored data. Copies of records out of plain view.

þ, What type of security do you use for your online computer terminals?
Computers are on a local county network using a Misrosoft domain.

c, How will you audit and manâge the âccess to and dissemínalion of the requesled information?
The. supervisor will request a list of accesses from DVS at least once annually. The su pervísor will then randomly audít 20yo of
afl the names on the lÍst, ora mìnimum of '10 nâmês.

d. what is the authentication method used to ãccess online computerterminal(s)?
Security access to the computer is by user narne and password within the Microsoft domain.

l0- Report of lllisuse
All incidents of misuse, or suspected misuse, by DVS BUSINESS PARTNER emptoyees must þe reported to
DVS- DVS will examine each incident for validity änd fonyard any substantialed report of m¡suse for further
investigation to the DVS BUSINESS PARTNER and/or law enforcernent. Failure to report confirmed or
suspected misuse may result in suspension orcancellation of the DVS BUSINESS PARTNER user ace¿unt

I t. Liability for State Agencies
Each party will be respon$ible for its own acts and behavior and the results thereof.

Liability for Local and County Government
The DVS BUSINESS PARTNER willindemniñ7, save, and hold the STATE, and its ernployees harmless fiorn
any claims or causes of action, including attorney's fees incuned by the STATE, aras¡ng from the performance
of this agreement by the DVS BUSINESS PARTNER or the DVS BUSINESS PARTNER's emptoyees. This
clause will not be construed to bar any legal remedies the DVS BUSINESS PARINER may havefor the
STATE's failure to futfill its obligations under this agreement,

12. Government Data Practices
The DVS BUSINESS PARTNER and the STATE must cornply with the Minnesota Governrnent Data practices
Act, Minn. $tat, Ch. 13 and U.S. Code Title f I S 2721, as they apply to all data provided by the STATE under
this agreement, and as ít applies to all data created, collected, received, stored, used, maintained, or
disseminated by the DVS BUSINESS FARTNËR under lhis agreement, The civil remedies of Minn. Stat. $$
13.08 and 13.09, and U.S. Code Title 18 S 2?21 apply to the retease of the data referred to in this ctause by
either the DVS BUSINESS PARTNER or DVS (See Ëxhibits A and B).

{3, Audits
Ïhe STATE maintains an elec-tronic log of data accessed through the DVS website. This electronic log
includes, in part, the user name, dale, time, lP address, and the data queried.

The DVS BUSINESS PARTNER must maintain a record to verifr7 work-related queries- This record must be
rnaintained for at least five (5i years from the date of the inquiry and rnuÊt be presented to the STATE upon
request.

Inspeclion of Records

The DVS BUSINESS PARTNER's place of business shall be avaifable within a reasonable period of time for
an Electronic or manual audit of records upon request from the STATE or its represenlaüve- The DVS
BUSINESS PARTNER understands that failure to respond to an audit report requestwíth findings may result
in suspension or cancellation of the DVS BUSTNESS PARTNER access.
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14. Termination
The STATE orthe DVS BUSINESS PARTNER may terrninate this agreement at any time, w¡th or
withoul cause, upon written notice to the other party.

15. Delegation of Data Use Representailve {ÞUR}
The DUR is the only person frorn whom DVS will accept changes.
DUR Responsibilities:

' Verit the identi$ of the user via a curent state issued lD card or driver's licenser Provide the new user with training on the proper use and dissemination of DVS data

' ObtaÌn signed individual agreement and verify access requested for user is based on job dutiesr Stress to users that access is for work related purposes only
r Provide the new user with the usemame assigned and the link to Esupport

' Send an emaillo DVS.Dataseruiæs@state.mn.us to remove aeaess when a user no longer
needs access due to assignment change or when no longer employed

DUR Full Name (please print or type)

DUR Attestation:

I attest that I have read and understand my responsibilities as Ðata Use Representaiive (DUR)-

S¡gnalure ûate

lÊ- Intended Use Statement
Pursuant to 18 U.S.C , g 2721, check the box(es) that conespond to the permissible use(s) that allows DVS
BUSINESS PARTNER access to DVS data,

see Exhibit B for the list of permissíble uses. check all uses that appty"

Elizabeth DeRuyck

El1

[]2
El3

El4

n5
tr6
I7

l8
trs
fl 10

811
D12

n13
[14
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Type of Access Required

ffi Driver's Llcense Data

Provide general use and specific examples of how lhe driver's ticense data witl be used by the DVS
Business Partner.

ffi MotorVehicle Data

Provide general use and specífic examples of how the motor vehicle data will be used by the DVS
Business Partner.

a(ll mT l-ñNt NITI.)NS

m lh.olo Access - Check the box below that applies to the DVS Business Partner pursuant to Minn. Stat, S 121.02,
^ Subd. 1a.

f, To the issuance and control of drivers' licensesl

_ To crìmínaljustice agencies, as defined in section 299C-46. subdivision 2, for the investigation and prosecution of
ffi crimes, service of process, enforcement of no contact orders, focation of missing personã, investigaiion and

preparation of cases for criminal, juvenile, and traffic court, and supervision of offenders;

,- To public defenders, as defned in section 6.11 27?, for the investigation and preparatÍon of cases for criminat,
" juvenile, and traffic courts,

n To child support enforçement purposes under section 256.978

Provide specific examples of how the driver's license photo data will be used by the DVS Business partner
pursuant to Minn, Stat. g 171 .A7.

FÕÞ ÞI IR ot? (l fpËRvl(rNc VÊRIFY fllFNTrfY arl; I IAI

f Other data access request and authorÍty - Pfease Explain:
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[, the undersigned, as an authorized representative of the DVs BUSINESS PARTNER, certiñ7 by

signing this agreement the information and statements provided on this document are true and

correct, and I agree to the terrns and conditions for ¡ntended use of DVS data as defined in Exhibit

A and Exhibit B, which are attached and incorporated into this agreement by reference. The DVS

BUSINESS PARTNER must comply with the Mínnesota Government Data practices Act, Minn.

Stat. Chapter 13, and U.S. Code Title 18 52721, as they apply to all data provided by DVS under

this agreement- Each par$ will be responsible for its own acts and behavior and the results thereof
Ïhe civil remedÍes of Minn. Stat. $ 13.08 and $ 13.09, and U.S. Code Tifle 1A S 2721, apply to the

release of the data referred to in the clause by either the DVS BUSINESS PARTNER or DVS.

DVS Business Partner State

Signature Signature:

Printed Name: Elizabeth DeRuyck Printed Name:

Title (no acronyms): Director Title (no acronyms)

Date:6/14116 Date:

Email: liz. deruyck@co.aitkin. mn. us

Phone Number: 218-927 -7 394

Please send completed form to DVS:
Email to DV$.Data$ervices@state.mn,us or fax to {651} Tgr-1205
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Exhibit A

Acoess to Driver License and Motor Vehicle records is governed by Minnesota Statutes Sections
168.346, 171.12 Subd. 7 and 171.12 Subd, 7a. and United States Code, Title 18, Seetions
2722-2725.

under united states code, Title 18, $ec.2T2z the following are unlaurfut acts:

(ai Procurement for Unlawful Purposes. - tt shall be unlawful for any person knowingly to
obtain or disclose personal Ínformation, from a motorvehicle record, for any use notþermitted
under section 2721(b) of this title.

{b) False Representation, - lt shafl be unlawfulfor any person to make false representation to
obtaín any personal information from an individual's motor vehicle record,

Under Uníted States Code, Title {8, Sec.2T2l the followtng penalty may apply to
unlawful acts:

(a) Criminal Fine. -- A person who knowingly violates this chapter shall be fìned under this titte.

United States Code, Title 18, Sec. 2724 provides for the following Civil action.

(a) Cause of Action. - A person who knowingly obtains, discfoses or uses personal information,
from a motor vehicle record, for a purpose not permitted under this chapter shal! be liable to the
indívidualto whom the information pertains, who may bring a civilaction in a United States
district court.

(b) Rernedies. - The court may award-

(1) actual damages, but not less than liquidated damages in the arnounf of $2,500:

(2) punitive darnages upon proof of willful or reckless disregard of the law;

i3) reasonable attorneys'fees and other litigation costs reasonably incuned; and

(4) such other prefiminary and equitable relief as the court determines to be appropriate.

Under United $fates tode Title 18, Sec. 2725 Motor vehiele record is defined as:

(1) "molor vehicle lecord" means any record that pertains to a motor vehicle operato/s permit,
motor vehicle title, motor vehicle registration, or identification card issued by a department of
motor vehicles;

Ma.Êh 2016
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Exhibit B

Permissible Uses of Motor Vehicle Data
as provided in United States Code, Tiile 19, Section 2221

r) Fgr use by äny govemment agency, including courl or law enforcement agencyl in canyíng out its functions, or anyprivate person or entity âcting on behatf of a Federal, State or local agenc! in óårrying óut its functions.

2) For use in connection with matters of motor vehicle or dríver safety and theft motor vehicle emissíons;
motor vehicle product alterations, recalls or advisories; perlormanie monitoring of motor vehicles, rnotor
vehicle parts and dealers; molor vehicle market research activities, including *i**v research; and removal
of non-owner records from the original owner records of motor vehicle manüfacturers.

3) For usE in the normal course of business by a legitimate business or its agents, employees, or contractors, but cnly
(A) to veriff the accuracy of personal information submitted by the inclividual to the nusiness or its agencies, employees,
or contractors; and
(B) if such informalion as so submltted is not conect o¡ is no longer correct, to obtain conect informätion, but only lor {hepurposes of preventing fraud by, pursuing legal remedÍes against, or recovering on a debt or security interest agáinst
the individuat.

4) For use in connection with any civil, c¡iminal, administrative, or arbitraf proceeding in any Federal, State or local court oragenty or before any self-regulatory body, including the service of process, invesligatÍon in anticipation of litigation, and
the execution or enforcement of judgments and orders, or pursuani to an order of iredera¡, State or local court.

5) For use in research activilies, and for use in producing statistical reports, so long as lhe personal information is notpublished, re-dísctosed, or used to contact individuals.

6) For use by any insurer or insurance support.organization, or by self-insured enlity, or its agents, employees, or
contractors, in connection with claims investigation aclivities, ántifraud activities, rating or inderwriting_'

7) For use in providing notice to the owners of towed or impounded vehicles.

E) For use by any licensed private investigative ðçency or licensed security service for any purpose permitted under this
subEection,

9) For use by an employer or its agent or insurer to obta¡n or verify information relating lo a hslder of a commercíal driver,s
license thât is requ¡red under the Commercial Motor Vehicla Sáfety Rct of 19g6 {4s'U.S.c. App.2710 et seq.).

10) For usa in connection wÍth the Õperation of private tolltransportation facilities,

1 'l) For any other use in response to requests for individual motor vehicle records if the State has obtained the express
consent of the person tô whom such personal information pertains,

12) 7or bulk distribution for surveys, tnarketing, or solicitalions if the State has obtained the express consent of the person
to whom such personal information pertâins.

13) For Use by any requester, if the requester demonstrates it has obtainad written consent of the indívidual to whom the
information pertaíns.

14) For any other use specifically authorized under the law of the State that holds the record, if such use is related to the
operation of a motor vehicle or public safety. Lisf specr/?c slatutory authorizat¡on-
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